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1.0 Purpose:
This SOP has two purposes; to describe the Installation Qualification process and also the contents of the Installation Qualification Protocol document.

2.0 Scope:
This SOP applies to all validated IT systems. An Installation Qualification must cover all critical computer equipment, software applications and other ICT infrastructures used in the production system, including those systems used in the test environment.  

3.0 Responsibility:
The IT group will be responsible for the creation and execution of the installation plans used to control the installation of all components of the computer system.

4.0 Reference:
This SOP reference other documents such as SOP for Document standard, SOP for incident reporting, SOP for installation and validation plan, Change control SOP

5.0 Materials & Equipment:

Hardwares, Softwares, and other ICT infrastructrures


6.0 Definitions/Abbreviations:
SOP – Standard Operating Procedure, a description of the processes and standards that must be employed to undertake a specific set of activities.
Validation – defined at its simplest, is demonstrating that a computer system operates as it purports to, and that it will continue to do so.

7.0 [bookmark: _Toc145234947]Procedures:

[bookmark: end_of_doc]Installation Qualification Procedure 
The following steps describe the process that must be followed during the Installation Qualification phases of the validation lifecycle. This process applies to the IQs conducted for both Operational Qualification and production.
1. Identify the groups and individual who will be involved in the installation process for a new IT system. These groups will comprise of:
a. Various disciplines in the IT function ranging from development to system support and operations, and;
b. The business function(s) that will use the new computer system.
2. Preparation of the Installation Qualification Protocol. The Installation Qualification requires the preparation of a list of application software necessary for maintaining change control.  In establishing this list, consider the following items:
· For information computer systems:
· Program source code
· Configuration files
· Definitions of:
· Screens
· Reports
· Tables, Views, Indexes
· Batch files
· For Configurable systems:
· Configuration program listing including:
· Reports
· I/O Listings
· Alarm Listings
3. Preparation and approval of all Installation Plans used in the installation of the system. 
4. Pre-approval of the Installation Qualification Protocol – Once the groups involved in the installation of the system have been identified and the Installation Plans have been created the IQ protocol can be finalized and approved.
5. Execution of all Installation Plans required ensuring the correct installation of the system. These Installation Plans should be executed in the order identified in the IQ protocol.
6. Resolution of any incident reports and associated validation change controls arising from the execution of the Installation Plans
7. Approval of the Installation Qualification Report – Once all Installation Plans have been executed successfully and incident reports and validation change controls have been resolved the IQ can be raised in version to include details of the installation process. This version of the IQ comprises the Installation Qualification Report.





7.1 [bookmark: _Toc143604153][bookmark: _Toc145234948]Installation Qualification - Phase Entry/Exit
[bookmark: _Toc143604154][bookmark: _Toc145234949]7.1.1	Phase Entry
[bookmark: _Toc143604155][bookmark: _Toc145234950]The entry point for the Installation Qualification is the approval of the Design Qualification. 

7.1.2	Phase Exit
[bookmark: _Toc145234951]The exit point for the Installation Qualification phase of validation is the approval of the Installation Qualification results.
	 
7.2	Installation Qualification Protocol Preparation
The following section provides a description of the content of the Installation Qualification Protocol.
7.2.1 [bookmark: _Toc143604157][bookmark: _Toc145234952]Protocol Title
Give the Protocol a descriptive title, which reflects the scope of testing, performed in the Protocol and provides sufficient differentiation between this Protocol and other protocols for the system.
7.2.2 [bookmark: _Toc143604158][bookmark: _Toc145234953]Pre-approval
At the beginning of the IQ Protocol a pre-approval section is required. This section will contain a table for signatures. The table of signatures must provide for the following information to be captured:
1. The department or function of the signatory;
2. The name of the signatory;
3. A space to record the signature, and;
4. A space to record the date of the signature.
The section must contain a statement informing the reviewer that signing this document infers that they have read, understood and agree with the contents of the protocol.
Normally this information is collected on the approval page of the IQ Protocol.





7.2.3 [bookmark: _Toc145234954]Introduction
The introduction section of the IQ protocol must contain subsections providing information on:
1. The objectives of the IQ protocol;
2. The scope of the IQ protocol – stating the phase of the implementation lifecycle the IQ protocol applies to;
3. A list of documents referenced in the IQ protocol;
4. A description of the system being installed identifying the major components of the system.
7.2.4 [bookmark: _Toc145234955]Network
A listing of all of the computer network equipment installed under the control of the IQ protocol. This section must identify all Installation Plans and their sequence of execution used to control the installation of the network components required for this phase of the implementation lifecycle (Implementation Lifecycle IMS-MRH/SOP/001-00).
7.2.5 [bookmark: _Toc145234956]Hardware
A listing of all of the hardware installed under the control of the IQ protocol or affected by the IQ protocol. This section must identify all Installation Plans and their sequence of execution used to control the installation of the hardware components required for this phase of the implementation lifecycle (Implementation Lifecycle IMS-MRH/SOP/001-00).
7.2.6 [bookmark: _Toc145234957]Software
[bookmark: _Toc145234958]A listing of all of the software installed under the control of the IQ protocol or affected by the IQ protocol. A list of all source code may be required. This section must identify all Installation Plans and their sequence of execution used to control the installation of the software components required for this phase of the implementation lifecycle Data

A listing and description of data which will be created, loaded or modified during the IQ process. For example, configuration files, databases, etc. This section must identify all Installation Plans and their sequence of execution used to control the installation of the data components required for this phase of the implementation lifecycle (See Implementation Lifecycle IMS-MRH/SOP/001-00).
7.2.7 [bookmark: _Toc145234959]Configuration
This section must identify all Installation Plans and their sequence of execution used to control the configuration of any existing computer systems required for this phase of the implementation lifecycle (see Implementation Lifecycle IMS-MRH/SOP/001-00).
7.2.8 [bookmark: _Toc145234960]Acceptance Criteria
List the criteria the system must meet to satisfy the objectives of the IQ.  

Acceptance Criteria must meet the following standards:
· The Acceptance Criteria (AC) must be unambiguous, measurable, and verifiable.  Terms such as ‘appropriate’ and ‘very’ are not acceptable in most functions.    

Examples:
· Unacceptable AC: The list box will contain appropriate values.
· Acceptable AC: The list box will contain values 1 and 2.
· Unacceptable AC: The screen must refresh quickly.
· Acceptable AC: The screen must refresh within 2 seconds.
· Unacceptable AC: A message will display when an invalid quantity is entered.
· Acceptable AC: A message will display indicating entry of an invalid quantity.     
· Number or uniquely label the Acceptance Criteria so they may later be identified.
· [bookmark: _Toc145234961]The Acceptance Criteria should have their basis in System Specifications.
· 

7.3 Installation Qualification Report

On completion of the Installation Qualification process the Installation Qualification protocol is revised to include the following sections:
· Report on the installation process;
· Summary and Conclusions, and;
· Protocol Results Acceptance. 

The inclusion of these sections in the IQ protocol and the associated approval process of the revised IQ protocol will create the Installation Qualification Report (IQR)


7.3.1 [bookmark: _Toc143604165][bookmark: _Toc145234962]Report on the installation process
This section identifies:
· The iterations of Installation Plans carried out during the installation process;
· Details of the incident reports generated during the installation process including the severity of the incident. See Incident Reporting SOP;
· Details of the change requested generated during the installation process.  Validation Change Control SOP.
7.3.2 [bookmark: _Toc143604166][bookmark: _Toc145234963]Summary and Conclusions
Provide a summary of the results of the installation process and any encountered deviations.  The specific occurrences of out-of-specification results will be described, as well as the resulting investigations of the problems and their resolution.  Problems encountered during execution of protocols will be summarised according to protocol errors, execution errors, specification errors, and non-conformance to specifications.
7.3.3 [bookmark: _Toc143604167][bookmark: _Toc145234964]Protocol Results Acceptance
The last section of the IQ report must be the Protocol Results Acceptance section. This section records the approval of the revised IQ protocol that forms the IQR. This section will contain a table for signatures. The table of signatures must provide for the following information to be captured:
1. The department or function of the signatory;
2. The name of the signatory;
3. A space to record the signature, and;
4. A space to record the date of the signature.
The section must contain a statement informing the reviewer that signing this document infers that they have read, understood and agree with the contents of the protocol.


 
7 Limitations:
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	Consequences
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		A3:	List of Identified Officers to be trained on this SOP;
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